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Kadenpa maremaruku, ”HYOPMAITMOHHBIX CUCTEM M TEXHOJIOTHIA

AHHOTALIUA

AUCUUILTUHBI «OCHOBbL UHGDOPMAUUOHHOU OE30NACHOCTNUY

HanpaBneHnne noarotoBku 09.03.02 N opMallMOHHBIE CUCTEMBI M TEXHOJIOTH
Hamnpasnennocts (mpodwis) _ MHbOpMaIIMOHHBIE CUCTEMBI HA TPAHCIIOPTE

VYpoBeHb BhICIIEr0 00pa30BaHus OakanaBpuar

HpOMe)KYTO‘—IHaH arrecranusa 3a49€T

1. MecTo TUCHUILINHBI B CTPYKTYype 00pa30oBaTe/ibHO MPOrpaMMbl

Hucrumuimaa  «OcHOBBI  MH(POPMAITMOHHONW 0€30MacHOCTH» OTHOCHUTCS K
oOsi3arenbHOM 4acth brmoka 1 y4eOHOro IUTaHa MO HANPABICHHUIO TOATOTOBKH
09.03.02 «HMHrbpopMamoHHbIC CHUCTEMBI 51 TEXHOJIOTHM (mpodub
«MHpopMaMOHHBIE CHCTEMBbl Ha TPAHCIOPTE») M HU3ydaercs Ha 5 Kypce B X
ceMecTpe 1o 3a04HOM Gopme o0yueHus.

N3yuenne  gucuuiuiiHbl — Oa3upyercss  Ha  3HAHUAX,  IOJYUYEHHBIX
00yyYaroImuMHucs npu OCBOCHUH JUCHUTUTUHBI «AJIMUHUCTPUPOBAHUE
MH()OPMAIIMOHHBIX CUCTEM).

JUist u3ydeHus IUCUUIUIMHBI CTYAEHT JOJDKEH BIIAJeTh METOJaMU pPadOThI
MOJIb30BATENsl HA TMEPCOHAIILHOM KOMITBIOTEPE, 3HATh OCHOBBI O€30MACHOCTU IPHU
aAMUHUCTPUPOBAHUU CUCTEM.

Hucrtumuinaa  «OcHOBBI MH(OPMAITMOHHOW 0O€30TMacHOCTH» HeoOXonuMa B
KAaueCTBE MPEIIIECTBYIOMIEH ISl TOATOTOBKU U 3a1uThl BKP.



2. Ilnanupyembie pe3yabTaTbl 00y4eHHs MO JMCHMILINHE

Kon nnaukaropa
Kon 1 HanmeHOBaHUe [Tnanupyemsble pe3ynbTaThl 00y4eHUs 110
KOMIIETCHITUH FIOCTHIRCHITA JTUCLUILTUHE
KOMIIETEHIHH

OIIK-3 CnocobeH perarhb OIIK-3.2 Pemenue | 3HaTh: BUABI yIPO3bl U  OCHOBHBIE
CTaH/JapTHBIE 3a7a4l CTaHJAPTHBIX 3a1ay | TpeOOBaHHS UH(POPMAITMOHHON
npogeccuoHalIbHON npodeccHoHalIbHON | 6€30MaCHOCTH
JeSITeIbHOCTH Ha OCHOBE JIeSITEIIbBHOCTH c | YMeTb: ompenenats BUABl YIpo3 U
UH(POPMAILTMOHHON U Y4e€TOM OCHOBHBIX | BBIOMpaTh ~ CHOCOOBI  3aIIUTBl  OT
oubnmorpadudeckon TpeboBaHUi WH(POPMAITMOHHBIX yTPO3
KYJIBTYpPBI C IPUMEHEHUEM uHpopMalMoHHoi | Bianers: HaBbIKAMHU pereHus
“H(pOpMAITMOHHO- 0€30macHOCTH CTaHJAPTHBIX 3aJa4 MpodeccCHoHATBHON
KOMMYHUKAIIHOHHBIX NeSITeIbHOCTH C  Y4YeTOM OCHOBHBIX
TEXHOJIOTUH U C YUETOM TpeOoBaHUi UH(POPMAITMOHHON
OCHOBHBIX TpeOOBaHUI 0€301acHOCTH
nH(OPMaMOHHON
0€30MacHOCTH

3. O0beM TUCUMILIMHBI 10 BUAAM Y4eOHbIX 3AHATHI

O0ObeM JUCIUIUIMHBI COCTaBISIeT 2 3a4eTHBIX CIMHHUI, BCEro 72 daca, H3
KOTOPBIX MO 3a04HON 12 4YacoB COCTaBIISIET KOHTaKTHas pabora oOydaromierocs ¢
npemnojaparesieM (8 4acoB — 3aHATHS JICKIIMOHHOTO THUIA, 4 yaca — jJabopaToOpHbIC
paboTHI).

4. OcHOBHOe cOIep:KaHMe JUCHUIINHbI

[Tonarue "wHdopmarmonHas Oe3omacHocTh". IlpoGnema wHpOpPMAIIMOHHON
6e3omacHocTH obmecTBa. OnpeneneHue noustus "uHGopmamonHas 6€30mMacHOCTh".
Cocrapisirorine  MHPOpPMAIMOHHOW  Oe3omacHoCTH. J[oCTYImHOCTh HMH(OpMAITUH.
[lenoctHocth  mHpopManuu. KoHduaeHmuansHOCTh uHpopMaruu. CucreMa

dbopmupoBaHus pexnma MH(pOpPMaIIMOHHOM 0€30MacHOCTH. 3agaun
nH(pOpMalMOHHONW Oe30MacHOCTH 0O0IIecTBa. YPOBHU (OPMUPOBAHUSA PpPEKUMA
MH(OPMALIMOHHON 0€30MacHOCTH. HopmarusHo-11paBoBbIe OCHOBBI

uHpopmaionHoi Oe3zonacHoctu B P®. IIpaBoBbie OCHOBBI HH(POPMAIMOHHOU
oe3omacHocTH oOmecTBa. OCHOBHBIE MOJOXKEHUS BAKHEUIIUX 3aKOHOJATEIbHBIX
aktoB P® B obmactu uHPOpMaAMOHHONW O€30MaCHOCTH U 3alIUTHhl HUH(QOpPMAIUU.
OTBETCTBEHHOCTh 3a HapylleHus B cdepe HHPOPMAIMOHHONW OE30MacHOCTH.
Crangaptel uHpOpManMoHHOW Oe3zonacHocTu: "OOmme kpurepuun". TpebGoBaHus
0e30macHOCTH K HH(POPMAIIMOHHBIM CHUCTeMaM. MeXaHu3Mbl  0€30MaCHOCTH.
AIMUHHUCTpUPOBaHUE CpeAcTB Oe3omacHocTd. CraHmapTel  HHPOPMAIMOHHOM
6e3omacHocTr B PD. AMUHUCTpaTUBHBIN yPOBEHb obecTieueHrs WH()OpPMAITMOHHON
OesomacHoctH.  Pa3paGoTka  monuTuKM — HMHOOPMAMOHHOW  OE30MacHOCTH.
Knaccudpukamus yrpo3 '"undopmanuonHoi OezomacHoctu". Kiaccel  yrpos
MH(}OPMALIMOHHON 0€30MacHOCTH.

Bupycsl kak yrpo3za wuHpopManuoHHOW Oe3omacHocTH. KommbroTepHbie
BUPYCHl W HH(POpPMAIMOHHAs 0€30MacHOCTh. XapaKTepHbIE YepThl KOMITBIOTEPHBIX
BHPYCOB. Knaccudukarus KOMITBIOTEPHBIX BUPYCOB. Knaccudukarms
KOMITBIOTEPHBIX BHUPYCOB MO cpenae obutanus. Knaccudukamuss KOMIBIOTEPHBIX
BUPYCOB MO OCOOCHHOCTSIM ajroputma pabotel. Kiaccuduxaiuss KOMIBIOTEPHBIX
BHUPYCOB O JIECTPYKTUBHBIE BO3MOXKHOCTSIM. XapaKTEPUCTHKA ''BUPYCOMOTOOHBIX"



MIPOTPAMM. Bunet "BUpYyCOMOTO0HBIX" MpOrpamMM. XapakTepucTuka
"BUpycOmonoOHbIX" mporpaMM. AHTHBHPYCHBIE MporpaMMbl. OcOOEHHOCTH pabOThI
aHTUBUPYCHBIX mporpamm. Knaccudukauus aHTUBUPYCHBIX mnporpamm. DakTopsl,
OIPEAEIISIONINE KaueCTBO aHTUBUPYCHBIX IporpaMm. [IpoduinakTuka KOMIBIOTEPHBIX
BUPYCOB. XapaKTEpUCTHUKA ITyTEN IIPOHUKHOBEHMS BUPYCOB B KOMIIbIOTEpHI. [IpaBuna
3allUThl OT KOMIBIOTEPHBIX BUPYcOB. OOHapyXeHUE HEU3BECTHOIO BHUpYCA.
OOnapyxxeHue 3arpy3ouHoro Bupyca. OOHapyKeHHE PE3MJIEHTHOTO BHUpYCa.
Oo6napy-xenne MakpoBupyca. O0mmii anropurmM oOHapykeHus Bupyca. CChUIKH Ha
JNOTOJTHUTENIbHBIE MAaTE€pUabl (IIEYaTHBIE U SJIEKTPOHHBIE PECYPCHI).

OcobenHocrtu oOecrie4eHus UH(OPMAIIMOHHON 0e30MacHOCTH B
KOMITBIOTEPHBIX ~ ceTsiX. OcoOeHHOCTH WHOOPMAIMOHHONW  0€30ImacHOCTH B
KOMITBIOTEpHBIX ceTsaX. Cneunduka cpencTB 3alIUThl B KOMIBIOTEPHBIX CETSX.
CereBble MoOJenHM nepenayd JaHHbIX. [loHSATHME mpoTOKONA IEepenayd JaHHBIX.
[IpyHuunel  opraHu3anuu OOMEHa JAaHHBIMM B BBIYHCIUTENBHBIX  CETSX.
Tpancnoptubiii npotokon TCP u wmogens TCP/IP. Mogens B3auMoJelcTBUs
oTkpbIThiX cucteM OSI/ISO. CpaBHeHuE CETEBbIX MOJIENIel TMepeaayr JaHHBIX
TCP/IP u OSI/ISO. Xapakrepuctuka ypoBHed mozpenu OSI/ISO. Anpecanus B
ro0anbHbIX ceTsix. OcHoBbl IP-mporokona. Kiaccel anpecoB BbIYMCIUTEIBHBIX
cereii. Cucrema noMeHHbIX uMeH. Kiaccudukauus yaaaeHHbIX Yrpo3 B
BBIYMCIIUTEIBHBIX CceTaX. Kilacchl ynaleHHbIX YTpo3 U UX XapaKTepHUCTUKA. TUIOBBIE
YVIAJEHHbIE aTaKM M WX XapaKTepHUCTUKA. YIAJIeHHas araka "aHaJlIU3 CETEeBOro
Tpaduka". YnaneHHas araka '"moIMeHa JOBEpeHHOro oObekra". YmajeHHas araka
"HOXHBIA 00beKT". YnaneHnHas araka "oTka3 B oocimyxkuBanun". [IpuduHb! ycrenrHom
peanu3alry YyAAJICHHBIX YIPO3 B BBIYMCIHTEIBHBIX ceTAX. [IpuuuHBl ycnemHon
peanu3alry YAAJIEHHBIX YIrpo3 B BBIYMCIWUTEIBHBIX CETAX. [IpHMHIMIBI 3a0IUTHI
pacnpeeeHHbIX BBIYACIUTENbHBIX ceTeil. [IpMHLIMIBI MOCTPOEHUs 3aIUIIEHHBIX
BBIYHCIIUTEIbHBIX CETEH.

HNudopmarronnas 0€30MacHOCTb npu VCIIOJIb30BAHUH Internet.
Nnentudukanus u ayrentudukanus. OnpeneneHne NOHATHN "uaeHTudukanus" u
"ayreHTu(ukanusa". Mexanusm uAeHTU(GUKALKUSI U ayTeHTU(PUKALUS MOJIb30BaTeNeH.
Kpunrorpadbus u wmmdpoanue. Crpykrypa kpunrocuctembl. Kiaccudukanus
cucteM MmudpoBaHus AaHHBIX. CUMMETPUYHBIE W ACUMMETPHUYHBIE METOJbI
mudpoBanus.  MexaHU3M  IJEKTpOHHOM  mUpoBOM  moamucu.  MeTomsl
pasrpaHvMyeHue jgoctyna. MeToAsl pasrpaHUYeHUs JOCTyma. ManparHoe u
JUCKPETHOE yIpaBJIIeHHE JocTynoMm. Peructpamus wu ayautr. OmnpeneneHue H
cofiepKaHHe perucTpanuy 1 ayaiuTa UHQOPMALMOHHBIX CUCTEM. DTallbl pEruCcTpaliuu
U METoAbl ayaura coObITud  WHGOPMAIMOHHOM  cHCTeMBbl. MexceTeBoe
skpanupoBanue. Krmaccudukammuss  MeXCETEeBBIX  JKpaHOB.  XapaKTepUCTHKA
MEXCETEBBIX 3KpaHOB. TexHomorus BUpTyanbHbIX yacTHbIX ceTell (VPN). CymHocTth
U COACP/KAHUE TEXHOJIOTMH BUPTYaJlbHBIX YaCTHBIX ceTeil. [lonaTtne "TyHHena" npu
nepeaade JaHHbIX B CETAX. be30macHOCTh onepannoHHbIX cucteM. besonacHocts OC
Windows 10.

CocraBuTenb: K.3.H., 101eHT CKpunHUKOB O.A.
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